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Machine Learning for Code
& Learned program analyses
&p Bug detection & repair
§8 Building blocks for learning-to-reason over code

Practically deployment of developer tools
Hello &)

Machine Learning for Structured & Dynamic Objects
@ Understanding, reasoning about, and predicting
structured objects
45 Graph Neural Networks

W @miltosl

@ miltos.allamanis.com



[ copléatitien '
o s Ggditier {re B

P

Yo
o Btsctll = [ Y00

e Etrlget | mall = all; / editor 0 preview state

e Ectolgat | tl 3 ully / editor in active state

] cttortpeestioni: ('t | 'rigt”
ndetised; f

Yoo 3

| tirst! | ast') |

"!‘N"‘u“m ‘

y EaLL

"t



Specification Tuning BIackLeB;J:nﬁr;alyss

A formal program « Assume most code « Assume most code
analysis. complies with a Is “correct”.
« Tune (discount latent spec. « Model (latent) user
some factors) to « Predict a spec. intent and
reduce false » Verify with deviations from it.
positives. standard methods. - Raise warnings on
detected
deviations.

Graph Neural Networks on Program Analysis. Allamanis M, 2021

Learned Program Analyses Bug&Lab

Neurosymbolic Bug Repair



Why Self-Supervised Bug Detection and Repair?

def make_id(name):
Create a random id combined with the creditor name.

@return string consisting of name (truncated at 22 chars), -,
12 char rand hex string.
r = get _rand_string(12)
if len(nameec.s) <=w.e 22:
NaMee.ox =c.cx NAMEoox [ :22]

return namess +oe - Foo Mo.ex

https://github.com/raphaelm/python-sepaxml.git: /sepadd/utils.py
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BugALab

Neurosymbolic Bug Fixing
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Neural Models

» Localization
Sutont \VileYe[¥][=

Representation Representations
Rewrite Module
(given location)

Relational
Transformer

=

GNN: Allamanis, M., et al. “Learning to Represent Programs with Graphs." ICLR 2017
GREAT: Hellendoorn, V. J,, et al. "Global Relational Models of Source Code." ICLR 2019



Node Embeddings 717 r, T3

GNN Architecture AT ST,

GNN Message Passing
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GNN Message Passing

f(t)(.) = tanh (W)Ef) - LAYERNORM (GELU(m)) + bf)

Concat
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Node Embeddings



Objective

" Eevc [ 825 0o )]

Bug

/ /
Bug Selector [  [abtle /
W 'gva
Model S, Detector A .

Model Dy rewribe.
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Intractable:;
Learn a model



Objective

Approximate/Model
argmax with Sg)
where T is some

temperature

Ps(b;| c)

Sample k

Bug Selector
Model S,

Bug
Detector
Model Dy

Given a snippet ¢ from corpus C
Bug selector model selects k bugs to insert o« Pg(b;|c).
Bug detector tries to detect bugs (fully supervised), if
any.

Pp(c|b;)
Bug selector observes output
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Types of Rewrites

ace Variable Usage

ace Binary Operator

ace Assignment Op

ace Boolean Operator
ace Comparison Operator
ace (some) Literals

- Argument Swap

+
I

Q)

foo(a+l,b)

Example

\ 2 20 20 28 2\ 20\~

foo(b,a+l)

AlLab
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% =| Types of Rewrites

def foo(a b, c=0):
if ‘a ’in[z]\ [b[?’j‘:
\__c: | [=[5]] ) [6]
c_is_neg [ ‘ ctt <[l” 0 l)]\
if {_c_is_neg[lﬂz \or 17 H Hls l(’]( int:
return \’True[m \_, [c[l“ ‘
return ic[m]‘_ ‘>[2('” ", "C[zz]‘

€: NOBUG
llbc

lg not inﬂ‘

[3: 2, c
l4ab

5 o= o= 1=, 1= 1

lg: bar(c b)J
[7: a, c‘

lg a, b‘ llgi is not.‘

lg: P’ L'- *-L/— //— / l172 False‘

llg a,‘b‘ - llS:ia‘bL c_is neg‘
l11 <= LLL >-_ :—H_!=__ llgl a,‘bL_ i |
l12 3“,1_9,39 2 lng? =, <, <= ==} 1=
l13 ‘ LbL not c_is_neg l21:-2 H—l ) 0,_2‘
l14 a.nd‘ lggi a, lbL ‘c_is_neg}

l15 b‘ Lc is neg‘
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“x Code Representation
Entities (Nodes)

« Tokens
* Non-Terminal Nodes
* Symbols
Relationships (Edges)
Syntax .
« AST Child Functlor? Calls
- AST Sibling . Cand!dateFormaIArg
« Next Token  CandidateDocStringOf
Data Flow Control Flow
«  MayFinalUseOf . CoqtroIFIowNext
+  LastMayWrite * AssignedFrom
«  NextMayUse . RgturnsFrom
* YieldsFrom
Symbols
+ CandidateType

* OccurrenceOf
 CandidateMethodName

https://github.com/microsoft/neurips21-self-supervised-bug-detection-and-repair



(Almost) Semantic-Preserving Rewrites

- Variable Renaming
- Comment Deletion

- Comparison Expression Mirroring
- If-Else Branch Swapping

LibCST and https://github.com/microsoft/neurips21-self-supervised-bug-detection-and-repair



Infrastructure

Data Pipeline

Bug

Sync

:. One Docker per package; multiple containers running; one thread each Graphs Detector
&
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n Server

replay
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Bug Detection

Selector
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Monitoring

Server (rafana +
Prometheus + Jaegger) https://github.com/microsoft/neurips21-self-supervised-bug-detection-and-repair




Evaluation Datasets

RandomBugs

~700k random bugs
Relatively Large

Potentially non-
representative of real bugs

# PyPIBugs

» 2k real bugs
* Manually curated/labeled
* Small. Used as testset only.



Localization & Repair Accuracy

Pgthon'

RandomBugs 2 PyPIBugs

_______|GNN__|GREAT __ ________|GNN__|GREAT __

Supervised 62.4 51.0 Supervised  20.1 16.5
Buglab 70.3 65.3 Buglab 26.2 22.9

GNN: Allamanis, M., et al. “Learning to Represent Programs with Graphs." ICLR 2017
GREAT: Hellendoorn, V. J,, et al. "Global relational models of source code." ICLR 2019 Bu.g % La.b



Localization & Repair Accuracy

fgthon"

Package
Index

PyPIBugs

PYPIBUGS PYPIBUGS-PostFix
GNN GREAT GNN GREAT
Joint Loc Repair Joint Loc Repair Loc Joint AUC Loc Joint AUC
Supervised 200 284 61.8 16.8 25.8 586 17.8 0.087 20.7 0.044
Random Selector 21.2 27.0 69.2 20.6 26.8 67.2 475 0.108 52.5 0.117
PYBUGLAB 242 313 70.7 24.0 32.8 67.9 329 0.160 28.6 0.140
PYBUGLAB +Aug 26.4 33.5 72.0 232 29.7 68.8  32.6 0.187 48.2 0.129

GNN: Allamanis, M., et al. “Learning to Represent Programs with Graphs." ICLR 2017
GREAT: Hellendoorn, V. J,, et al. "Global relational models of source code." ICLR 2019

BugALab
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By Francis Barlow - http://mythfolklore.net/aesopica/barlow/59.htm, Public
Domain, https://commons.wikimedia.org/w/index.php?curid=14476836
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L)) Conversation 1 -0~ Commits 1 [Fl Checks o Files changed 1

Changes from all commits + File filter ¥ Conversations > Jumpto~ @i -

w : 2 Hn gremlin-python/src/main/python/gremlin_python/process/strategies.py |'_lT-|
X @@ -64,7 +64,7 @@ def init (self, partition_key=None, write_ partition=None, read partitions=MNon
bd 64 self.configuration|“partitionkey"] = partition_key
65 65 if write_partition is not MNone:
b6 6o self.configuration["writePartition”] = write_ partition
67 - if write_partition is not MNone:
67 = if read partitions is not None:
b8 68 self.configuration|"readPartitions”] = read_partitions
69 69 if include meta_properties is not lNone:
7@ 70 self.configuration|"includeMetaProperties™] = include meta properties
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def

)

# Return a room meeting info object created from the response JS0ON data

return self._obhject_factory("room_meeting_info™, json_data)

update(self, roomId, title, **request_parameters):

"Update details for a room, by ID.

Args:
roomId(basestring): The room ID.
title(basestring): A user-friendly name for the room.
**regquest_parameters: Additional request parameters (provides

support for parameters that may be added in the future).

Returns:

Room: & Room object with the updated Webex Teams room details.

Raizes:
TypeError: If the parameter types are incorrect.

ApiError: If the Webex Teams cloud returns an error.

check_type(roomld, basestring)

check_type(roomId, basestring)

check_type(title, basestring)

put_data = dict_from_items_with_values(

request_parameters,



Explainability

Open

Challenges []]9 Learning to Abstain - OoD

Q Uncertainty Estimation



: :
X) Incorporate more formal information

Open

Cha"enges @ Longer Contexts

7y Performance / False Positives
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